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ONPEAEJEHUS

B HacrosilueM [OKyMeHTe HCIOJNB3YIOTCS ClEAYIONHe TepMHHBI M HX
olpenesieHus.

ABTOMATH3HPOBaHHAsl CHCTEMAa — CHCTEMa, COCTOSAIIAS M3 [EPCOHANA
KOMIIIEKCa CPeJICTB aBTOMATH3ALMU €ro NesTeNbHOCTH, Pealn3ylomas nHopMa-
[MOHHYIO TEXHOJIOTHIO BBIIOJIHEHUS YCTAHOBIIEHHBIX (DYHKIIHIA.

AyTeHTH(HKAUUA OTNPABHTE/S AAHHBIX — [IOTBEPKICHHE TOl"0; YTO OT-
NPaBUTEIIb MOTYYCHHBIX JaHHBIX COOTBETCTBYET 3asBJIEHHOMY.

be30nacHOCThL NepCcOHANILHBIX JAHHBIX — COCTOSHHE 3allUINEHHOCTH
NEPCOHANIBHBIX ~ AHHBIX, XapaKTEpU3yeMOe CIIOCOOHOCTBIO  IIOJIb30BaTeNeH,
TEXHUYECKUX  CPEACTB M  HHGOPMAIMOHHBIX  TEXHOJOTHH  OOecCeyuTh
KOHQHICHUKATIBHOCTD, IEJOCTHOCTh M JOCTYIHOCTh MEPCOHATBHBIX NAHHBIX IIPH
HX 00paboTKe B MHGOPMALIMOHHBIX CHCTEMAX MEePCOHATBHBIX JaHHBIX.

buomerpuyeckne nepcoHajbHble JaHHbIEe — CBENEHMS, KOTOPBIE
XapaKTePU3YIOT (U3HONOrHIeCKHe OCOOEHHOCTH YeiOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTaHOBHUTH €ro JIMYHOCTh, BKIIOYas (GoTorpaduu, OTIEYaTKH MaJbIEB,
00pa3 ceTYaTKW IN1a3a, OCOOEHHOCTH CTPOEHHMs Tela U JAPYrylo IOZOGHYIO
MH(bOpMAITHIO.

bi/lokHpOBaHHEe NepPCOHANBHBIX MAHHBIX — BPEMEHHOE IpeKpalleHHe
00pabOTKK MEPCOHANBHBIX JAHHBIX (32 HCKIIOYEHHEM CITydaeB, ecid oOpaGoTkKa
HeoOXOoUMa M7 yTOUHEeHHS! IEPCOHANBHBIX TaHHbIX).

Bupyc (koMnbloTepHbIH, IPOrpaMMHbIN) — UCTIOTHAEMBIH MPOrPAMMHBIH
KO/l WJIA WUHTEPIPETUPYEMBIA HAOOp MHCTPYKIHUM, 00JIaaromuii CBOMICTBAMH He-
CaHKLMOHUPOBAHHOIO PACNpPOCTPaHeHUss U camoBocrpousBenenus. CosnaHHble
AyOIMKaThl KOMITBIOTEPHOIO BHPYCa He BCer/a COBMAAlOT ¢ OPUTHHATIOM, HO CO-
XPaHSIOT CIIOCOOHOCTh K NalbHEHIIeMy PaclpOCTPaHEHHIO M CaMOBOCIIPOU3BE]Ie-
HUIO.

Bpeaonocnas nporpamma — rporpamMma, IpeHa3Ha4eHHast ISl OCYLIeCTB-
JIeHUs] HeCaHKIIMOHMPOBAHHOIO JOCTyNa U (MJIM) BO3IEUCTBHS HA MEPCOHANILHBIE

JAaHHBIC UJIA PECYPCHI I/IH(bOpMaHI/IOHHOﬁ CUCTEMBI IICPCOHAIIPHBIX TaHHBIX.



BenomoraTesibHble TeXHHYeCKHE CpeICTBAa H CHCTEMBI — TEXHUYECKHE
CPEACTBa U CUCTEMBI, HE NpeIHAa3HAYCHHbIE I Tepeadyd, 00paGoTKu U XpaHeHHUs
NEPCOHANIbHBIX JaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHHYECKMMH CpEJCT-
BaMH M CHCTEMaMH, MpeJHa3HAuYCHHBIMU [UIss 00OpabOTKH IEpPCOHATBHBIX TaHHBIX
WM B IIOMELIEHHUAX, B KOTOPBIX YCTaHOBJIEHBI MH(OPMAIMOHHBIE CHUCTEMBI IEPCO-
HaJIbHBIX TaHHBIX.

HocTtyn B onepauHOHHYI0 cpeay KoMImbioTepa (HHPOPMALHOHHOI
CHCTeMbl NEePCOHANBHBIX [JAHHBLIX) — TIONTy4YeHHEe BO3MOXKHOCTH 3allycKa Ha
BBINOJIHCHNE IUTATHBIX KOMaHJ, QYHKUUH, TNpOUeayp ONEPALMOHHON CHCTEMEI
(YHHUYTOXKEHMS, KONMPOBAHMS, IEpPeMELIeHHsT M T.L), HCTONHIEMBIX (ailioB
NPUKJIATHBIX IPOrPaMM.

Hocryn K uHpOpMaUMH — BO3MOXXHOCTH MOJyYeHHs] HH(OPMALIMM U ee HC-
10JIb30BAHMSI.

3akJ1a109HOe YCTPOHCTBO — DJIEMEHT CPEe/ICTBA CheMa HH(I)opMauHH, CKPBITHO
BHEIPSIEMbIIA (3amaﬁLIBaeMblﬁ WIM BHOCHMBI) B MeCTa BO3MOXKHOIO ChEMa
MH(OpMAIMK (B TOM YHClIe B OrPaKICHHE, KOHCTPYKIHMIO, 000pYI0BaHKE, IPeIMeTh
UHTEpbEepa, TPAHCIIOPTHBIE CPEJICTBA, & TAKKE B TEXHUYECKUE CPEICTBA M CHCTEMBI
06paboTku HHpOpMAaLKK).

3amumaemasi napopmanusa — UHGOPMALKS, SBISFOIIASCS TIPEIMETOM COO-
CTBEHHOCTH M IIOJJIeXKAlllasi 3allluTe B COOTBETCTBUHU C T:pe6OBaHHﬂMH IIPaBOBBIX
JIOKyMEHTOB WA TPeOOBAHUSMH, YCTAHABIMBAEMbBIMU COOCTBEHHMKOM HH(OPMALIH.

Hnentuduxaums — npucBoeHHe cyObeKTaM W OOBEKTaM JOCTyNa HICHTH-
¢ukatopa ¥ (WIM) CpaBHEHME INPEIBSBISIEMOrO WIEHTU(UKATOpA C IepevHeM
IIPUCBOEHHBIX UIEHTU(DHUKATOPOB.

UndopmaTuBHbIi cCHrHAJ — DIIEKTPUHECKHE cnrﬁéﬁm aKyCTI/fquKI/Ie JJIEK-
TPOMarHWTHBIE U Jpyrue (U3MYEeCKHe IOoJIs, I10 napaM€rpaM KOTOPbIX MOXeET OBITh
packpeITa KOH(PUICHIATIBHAS HH(bopMauym (nepCOHaJILHLIe ,uaHHLIe) oOpabarbiBaeMast

B I/IH(i)OpMaLII/IOHHOI/I cUcCTEME NEePCOHAJIBHBIX JaHHbIX.



WndopmannonHbie TeXHOJOTHH — TPOLECCHI, METOIBI MOMCKA, c6Opa, Xpa-
HeHusl, OOpaboTKM, MpPENOCTABIICHHUs, PaclpOCTpaHeHuss WMH(OPMALMH W CIOCOOBI
OCYIIECTBJIEHUS TAKUX MPOLIECCOB U METOJIOB. ol

Unpopmauuonnas cucrema mnepcoHaabubix aaunbix (MCIAn) —
COBOKYITHOCTb COJIEpXKallluXcsi B 0a3ax [aHHBIX IIE€PCOHANBHBIX IaHHBIX H
obecrnieynBaroIUX UX 00paboTKy HH()OPMALMOHHBIX TEXHOJOTHH U TEXHHUECKHX
CpeACTB.

Hcnosib3oBanue NepcoHaNbHBIX JaHHBIX — JedcTBHS (omepanuu) c
NEPCOHAIbHBIMUA JIaHHBIMH, COBEPIIAEMbIE OIEpPaTOPOM B IEISIX IPUHATHUS
peIIeHUH WJIM COBEPLIEHUS MHBIX JEHCTBUH, NOPOXKNAIOUIMX IOPHIMYECKUe
IIOCJI/ICTBUSL B OTHOLIEHUU CyObeKTa NMEpCOHANBHBIX NAHHBIX WM APYTHUX JIHI]
160 UHBIM 00pa3oM 3anarHBa}om1&x npaBa 1 CBOOOBI CyObEeKTa MEPCOHATBHBIX
JAHHBIX WM APYTUX JIMII.

UcTounuk yrposel 6esonacHocTn HHGOpMAaUMH — CyOBEKT JOCTYIIA, MaTe-
pUAITBbHBI OOBEKT WM (DU3UUECKOE SIBIICHHE, SIBISFOIIMECS MPUUMHON BOSHHKHOBEHHUS
yrpo3bl 6€30acCHOCTH MH()OPMALUH.

KonTpoaupyemasi 30Ha — poCcTpaHCTBO (TEPPUTOPHS, 3IaHHE, YacTh 3AHHS,
TMOMEIIICHKE), B KOTOPOM HCKITFOYEHO HEKOHTPOIHUPYeMOe MpeObIBaHMe TIOCTOPOHHHX
JIL, & TAK)KE TPAHCTIOPTHBIX, TEXHUYECKUX U UHBIX MaTePHAIBHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHANBHBIX JAHHBIX — O00S3aTeBHOE JUIS
COOJIFOICHHSI ONEPATOPOM MIIM MHBIM IOJyYUBLIMM JOCTYIT K TIEPCOHAIBHBIM JAHHBIM
JIMLIOM TPeOOBAaHWE He JIONYCKaTh MX PACIpOCTpaHeHHe 6e3 COracus CyOobeKTa
NIEPCOHAIBHBIX JaHHbIX WX HATMYUS MHOTO 3aKOHHOT'O OCHOBAHWSL.

Me:xceTeBoii 3KpaH — JIOKaIbHOE (OZHOKOMIIOHEHTHOE) MM (YHKIIMOHATBHO-
pacrperieNieHHoe  NPpOrpaMMHOE  (MPOrpaMMHO-AMIIApaTHOE) CPEACTBO  (KOMILIEKC),
peanusyroliee KOHTPOJIb 3a MH(OPMALMeH, MTOCTYIArOILEN B I/IH(b.OpMaL[I/IOHHyIO CUCTEMY
TIePCOHATIBHBIX JIAHHBIX M (MJIM) BBIXOJSIIEH U3 HHPOPMALIMOHHOM CHCTEMBI.

Hapymmurenn Ge30nacHOCTH MepPCOHANIBHBIX AAHHBIX — (I3UYECKOE JIHULIO,

CIly4aiHO WK TIPEHAMEPEHHO COBEpILAIOLIee ICHCTBYS, CIICICTBAEM KOTOPBIX SBISICTCS



HapyIIeHHe Oe30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU MX O0OPabOTKE TEXHMYECKHMU
CpeICTBaMU B MUH(POPMALIMOHHBIX CHCTEMAX HepCOHaJIBHLIX: TTAHHBIX.

HeaBromaTusupoBanHasi 00paGoTka MNepPCOHAJIBHBIX AAHHBIX —
00paboTKa NepCOHANIBHBIX JaHHbIX, COAEPIKAIIUXCS B I/I.H(i)OpM.aIII/IOHHOI‘;I CUCTEME
MEPCOHANLHBIX JAHHBIX JIH0O W3BIEYEHHBIX M3 TAaKOM CHCTEMBI, CUHTAETCS
OCYILIECTBIEHHOMN "0e3 UCIIOJIb30BaHUs CPE/CTB -  aBTOMATH3aLUK
(HEeaBTOMaTU3UPOBAHHOM), €CIIU TaKUe NeHCTBHUS C MepCOHATbHBIMU NAHHBIME, KaK
HCIIOJIb30BAHUE, YTOYHEHHE, PACIPOCTPAHEHHE, YHUYTOXEHHE IIepCOHAIBHBIX
JAHHBIX B OTHOLIEHWM Ka&XIOrO U3 CYOBEKTOB IEpCOHANBHBIX JaHHBIX,
OCYIIECTBISIOTCS IIPA HEMTOCPEICTBEHHOM YYaCTHH YEJIOBEKA.

HenexkapupoBaHHble BO3MOKHOCTH — (DYHKIMOHAJIBHBIE BO3MOYKHOCTH
CPE[ICTB BBIMUCIIUTENIBHOM TEXHHKH, HE OIMCAHHBIE WM HE COOTBETCTBYIOLIHE
OINUCAHHBIM B JIOKYMEHTALIMH, [PH HWCIOJIb30BaHHU KOTOPHIX BO3MOXKHO HapyllIEeHHE
KOH(DUAEHIMAIBHOCTH, JOCTYIIHOCTU MM LIEJIOCTHOCTH ~ 0OpabaTeiBaeMOl  HH-
bopmarmm.

HecaHKkuMoHMpOBaHHBIH K0CTYN (HECAHKUMOHHPOBAHHbIE JeHCTBHS) —
JOCTYI K MH(pOpMauMu WM JeHCTBHS ¢ MH(OpMaLKeli, HapyIIarolTie NpaBiia pas-
TPaHMYeHIs. [OCTYyTIAa C KCTOJIb30BAaHHEM IUTATHBIX CPENCTB, NpPeIOCTABIIEeMBIX
HWH(POPMALMOHHBIMH CUCTEMaMHU TIEPCOHAIBHBIX JAHHBIX. -

Hocurens nndopmauuu — pusuyeckoe IO Hnn~MafepHaﬂLHLIﬁ 00BEKT, B
TOM YHCIIe (U3MYECKOE TI0JTe, B KOTOPOM HH(OPMALWS HAXOIUT CBOE OTPAKCHUE B BULIE
CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKHMX PEILEHHI U MPOLECCOB, KOMMYECTBEHHBIX
XapaKTEPUCTUK (HUBHUECKUX BEIIMYHUH.

OGes1nunBaHHe NePCOHANLHBIX AAHHBIX — JISHCTBHS, B pe3ylbTaTe
KOTOPBIX CTAHOBHUTCSI HEBO3MOXXHBIM 0€3 HCIIOJIb30BaHUSA JOMOJHHUTEIHHOM
MH()OPMALMHU ONPENIENTUTh IPUHAIEXHOCT NEPCOHATBHBIX TAHHBIX KOHKPETHOMY
CYOBEKTY MepPCOHATBHBIX JaHHBIX. " -

O6paboTKka NMepcoHANbHBIX JAaHHBIX — JII000E né__'_ﬁ.’{é_TBne (onepanus) wiu
COBOKYITHOCTh JIE€WCTBUHN (Omeparuii), COBEpIIaeMbIX C I/I(’f:‘l"[()'JIB:.’,OBaHI/IeM‘ CpeIcCTB

aBTOMaTU3allui HJIH Oe3 HKCIIONb30BAHUS TaKUX Cpe,.HC'_th.'-C INePCOHAIbHBIMUA



JaHHBIMH, BKIHOYas cOOp, 3alucCh, CUCTEMATH3ALHUIO, HAKOIUIEHHE, XpaHEHHE,
yTo4uHeHHe (OOHOBJIE€HHE, U3MEHEHHUE), U3BIICUCHHE, WCIIOJIB30BaHKE, Iepenady
(pacnpocTpaHeHue, MpeAoCTaBlIEHHE, JOCTYII), O663J‘[I/I‘-II/IBaHI/Ie, 0JIOKMpOBaHHE,
ylalleHue, YHUUTOXEeHHE MepCOHATbHBIX JaHHBIX. -

OO6menocTynHbie HePCOHaﬂbel’e‘ AaHHBIE — NepCOHAIbHBIE [IaHHBIE,
JNOCTYIl HEOIPaHWYEHHOIO Kpyra JMII K KOTOPBIM IpPeIOCTaBIIEH C COTJIacHs
CyObeKTa MEepPCOHANBHBIX JAHHBIX WM Ha KOTOPble B COOTBETCTBUU C
(enepanbHBIMH  3aKOHAMH HE pPacClPOCTPaHsSEeTCsl TpeOGOBaHHE COOIIONCHUS
KOH(UIeHIUATILHOCTH.

Onepatop (mepcoHajbHBIX JaHHBIX) — incyﬂapCTBeHHBIf/i opras,
MYHHIUIAIBHBIA OPraH, IOpUANYECKOe WU (DU3UYECKOE JIUIIO, CAMOCTOSTEIHHO
WX COBMECTHO C JPYIMMH JIMLIAMU OpPraHU3YIOIIKE U (MIH) OCYILECTBIISIOLIUE
00paboTKy NEepCOHANBHBIX JaHHBIX, a TAKKe ONpEAe/IAIoNue LelH 06paboTKH
NIepCOHANIBHBIX JAHHBIX, COCTAB MEPCOHATIBHBIX AaHHBIX, MOJIEXAIIUX 00paboTKe,
NeWCTBHA (Onepaiun), CoBepliaeMble ¢ MEPCOHATLHBIMHI JAHHBIMH.

Texuuyeckue cpeacrBa HH(OPMALMOHHOW CHCTEMBbI NEPCOHATBHBIX
AAHHBIX — CPENCTBA BBIYUC/IUTENILHON TEeXHUKH, WH(GOPMAIMOHHO-BBIYHCIUTEIBHBIE
KOMIUIEKCHI M CETH, CPEJICTBA U CHCTeMBI nepezayn, npruema 1 oopabdorku [1/1H (cpenctsa
M CHCTEMBI 3BYKO3AIHCH, 3BYKOYCUJIEHHS], 3ByKOBOCIIDOU3BE/ICHHS], [IEPETOBOPHBIE U
TEJIEBU3MOHHBIE YCTPOKCTBA, CPEACTBA W3TOTOBJIEHUS, THPAKHPOBAHHS JIOKYMEHTOB U
Apyrve TEXHUHYECKUe CpelcTBa 00paboTKK peueBoit, rpahuieckold, BUIeo- ¥ GYKBEHHO-
L(pOBOH MHPOPMALIMH), IPOrPAMMHBIE CPEJICTBA (ONEPALMOHHBIE CHCTEMBI, CHCTEMBbI
YHpaBIIeHHs! 0a3saMyl IaHHBIX U T.IL), CPE/CTBA 3alMThI HHGOPMALIMH, PHMEHSEMbIE B
MH(GOPMALIMOHHBIX CHCTEMAX.

IlepexBat (nH(pOpMauuu) — HeNpaBOMEpHOE MOJydYeHHe HHOOPMALUU C
VCIIOJIb30BAHUEM TEXHUYECKOTO CpEJCTBA, OCYIIECTBISIOIIEr0 OOHapyXKeHHe,
npueM U 06paboTKy HH()OPMATUBHBIX CUTHAJIOB.

Ilepconanbubie JaHHble — Jr00ass MHGOpPMAIKs, OTHOCSIIASACA K IIPSIMO
WK  KOCBEHHO OIPEJIEICHHOMY MM OIpefenseMoMy (U3UUYECKOMY JIHILY

(cyOBeKTy nepCcoHaIbHBIX JaHHBIX);



Ilo6oyHbIe  3JIEKTPOMATHMTHBIE  H3JIy4YeHHSs H  HABOAKH  —
JJICKTPOMArHUTHBIE H3JIyYEHHS TEXHHUYECKUX CpPEACTB OOpabOTKM 3allUIaeMO
MHpOpMAIMK, BO3HHKAIOIIME Kak MoOOYHOEe sBIE€HME U  BBHI3BaHHBIC
QIEKTPUYECKUMHU CUTHAJIaMH, JEACTBYIOIUMMYU B UX dJIEKTPUUYECKUX M MArHUTHBIX
LENAX, a TAK)KE JJIEKTPOMAarHUTHbIE HABOAKHU 3TUX CUTHAJIIOB HA TOKOITPOBOISIIIHE
JIMHHUU, KOHCTPYKLUU U LIeH TUTAHUSI.

IHoauTHKa  «YHCTOrO  C€TONA» —  KOMIUIEKC  OpPraHM3alMOHHBIX
MEPOTIPUATHIA, KOHTPOJIHMPYIOIIUX OTCYTCTBHE 3alKChIBAHMS Ha OyMaXKHbIe
HOCUTENIM KIro4er M arpubyToB JocTyna (maposieil) W XpaHeHuss WX BOJIHM3H
00BEKTOB JIOCTYyTIA.

ITonab3oBaTesb HHPOPMALHOHHOM CHCTEMBI NMEPCOHAJBHBIX JAHHBIX —
JMIO, Y4YacTByIOIlee B (QYHKIHMOHMPOBAHUH HH(POPMALMOHHON  CHCTEMBI
NIEPCOHAJIBHBIX TAHHBIX WJIA UCTIOJIB3YIOIIEE PE3YJIbTAThl €€ (YHKIIHOHUPOBAHHSI.

IIpaBuiia pasrpaHMYeHHs JOCTYNa — COBOKYITHOCTb TIPaBHUJI, PeriaMeHTH-
pYIOLIMX NpaBa NOCTyIa CyOBbEeKTOB OCTyIa K 00beKTaM J0CTyIIA.

IIporpammuas 3aKj1aaKa — KoJ HpOI‘paMMBi; IIpeJHAMEPEHHO BHECEHHBIH B
IIPOrpaMmy C LEJbIO OCYILECTBUTh YTEYKY, U3MEHHUTH, OJIOKHPOBATH, YHUYTOKHUTH
MH(OPMALMIO UJIM YHUYTOXHTh M MOAM(BUIIUPOBATH porpaMMHoOe obecrieueHune
MH()OPMAIMOHHON CHCTEMBI NEPCOHANBHBIX JAHHBIX M (unu) GIOKMPOBaTH arra-
paTHbIe CpeAcTBa.

Ilporpammuoe  (mporpamMmHo-MaTemaTHueckoe)  Bo3jelicTBHE  —
HECAaHKIMOHUPOBAaHHOE  BO3ICHCTBHE HA  pecypchl  aBTOMATH3UPOBAHHOM
MH(OPMAIMOHHON CHCTEMBI, OCYIIECTBIIEMOE C HMCIOIb30BAHUEM BPEIOHOCHBIX
IIPOrpaMM.

PackppiTHe NepCOHANBLHBIX JAHHBIX — yMLImneHHoe UM Clly4ailHOe
HapyIlleHne KOHPUICHIIMATbHOCTH TIEPCOHANBHBIX TAHHBIX.

PacnpocTpanenne mepcoHaJbHBIX JaHHBIX — [IeHCTBUS, HallpaBJICHHbBIE

Ha pacKpBITHEC IIEPCOHAJIbHBIX JaHHBIX HCEOIIPEACJICHHOMY KpPYTY JIUII.



Pecypc uH(pOpMaLHOHHOMH CHCTEMbl — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
NPUKJIaHOIO W anmnapaTHOro obecrieueHus (GyHKIIMOHUPOBAHUS
UH(POPMAI[MOHHON CHCTEMBI.

CneunajibHble KAaTE€ropuH NepPCOHAJNbHBIX [JAHHbIX — IIEPCOHAIILHbBIE
JaHHBIE, KacarollUecss pacoBOM, HALIMOHAIBHOW IPUHAJJIEXKHOCTH, IOJIUTHYECKHUX
B3[JISIIOB, PETUTIMO3HBIX WM (PUIOCOPCKUX y6e>K11eHHﬁ, COCTOSIHUSI 37I0POBBSI U
HHTUMHOM JXM3HH CYyOBEKTa MePCOHANBHBIX JaHHBIX.

CpeacTBa BbIYHCJINTENbHONH TEXHUKH — COBOKYITHOCTb IIPOrPaMMHBIX U TEX-
HUYECKUX DJIEMEHTOB CHCTEM OOpabOTKH HaHHBIX, CIIOCOOHBIX (PYHKIIMOHHPOBAThH
CaMOCTOSITEJILHO UJIH B COCTaBe IPYTUX CUCTEM.

Cyo0bekT gocryna (cy0ObeKT) — JIMLIO WIM IIPOLECC, NEUCTBUsL KOTOPOro per-
JAaMEHTHUPYIOTCS ITpaBUJIaMH pa3rpaHUYeHHs JOCTYyIIa.

TexHu4yeckHii KaHaJ yTe4YKH HH(OPMALUHH — COBOKYITHOCTh HOCUTEIIS UH-
dopmaumu (cpernctBa  00pabOTKM), (U3HUUECKOH Cpembl pacrpocTpaHeHus: HHGOp-
MaTHBHOI'O CUT'HaJIa ¥ CPEJICTB, KOTOPBIMU J00BIBaeTCs 3alluiaemast HH(GopMaLusl.

Tpancrpannynas mnepegadya mepPCOHAJbHBLIX [JaHHBIX — Tlepenada
NIePCOHANBHBIX  JAaHHBIX ONEpaTopoM depe3 [ocynmapcTBEHHYIO TI'paHHILY
Poccuiickoii ~ @enepauuu  opraHy BIIACTH  WHOCTPAaHHOIO  TOCYIapCTBa,
(pusrnyecKoMy UM IOPHIHIECKOMY JIHILy HHOCTPAHHOTO FOCyIapCTBa.

Yrpo3sbl 6e30NaCHOCTH NEPCOHATBHBIX AAHHBIX — COBOKYITHOCTh YCIIOBHUH U
(hakTOpOB, CO3/IAIOIIMX OMACHOCTh HECAHKLMOHUPOBAHHOTO, B TOM YHCTIE CIyHYaifHOro,
A0CTyTa K NePCOHANIbHBIM JIAHHBIM, PE3YJILTATOM KOTOPOTO MOXKET CTaTh YHUYTOXKEHHE,
M3MEHEHHe, OJIOKMPOBaHKE, KOITMPOBAHNE, PACTIPOCTPAHEHHE TIEPCOHATBHBIX JAHHBIX, a
TaKKe UHBIX HECaHKLIIMOHMUPOBAHHBIX JIEMCTBUM IIPU UX 00pabOTKe B HH()OPMAIHOHHON
CHCTEME NIEPCOHATBHBIX IAHHBIX.

YHHUYTOKEHHE NepCOHAJbHBIX [JaHHbIX — JelCTBHS, B pe3yJbTare
KOTOPBIX CTAHOBHUTCS HEBO3MOXHBIM BOCCTAHOBUTH COJEpIKAHHE IMEPCOHATBHBIX
JaHHBIX B HMH(OPMALMOHHOM CHCTeMe TEepCOHAIbHBIX JaHHBIX M (WId) B

pe3ysibTaTe KOTOPBIX YHHUYTOXXAKOTCS MaTepHaIbHbIE HOCHUTENIHM II€PCOHAIBHBIX

JaHHBIX.
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Yreuka (3amumaeMoi) uHpopmManuu 1o TeXHHYECKHM KaHAJIaM —
HEKOHTPOJIMPYEMOE PacrpoCcTpaHeHHe HH(POPMALIU OT HOCUTENS 3alliiaeMol HHHOp-
Mald Yepe3 (U3MYECKyI0 cpefly OO0 TEXHHUYECKOIO CpPe/ICTBA, OCYILECTBIISIOLIETO
nepexBaT UHPOPMaLUH.:

VYsi3BUMOCTB — CJTa00CTh B cpez[chaX 3alUTHI, KOTOPYIO MOYKHO UCIIOJIBE30BaTh
IIsl HapyIIEeHHs] CUCTEMBI WU CoZlep Kallielics B Hel HH(OpMaliH.

IlenocTHocTh MHGOPMANHH — CIIOCOOHOCTH CPECTBA BBIYUCIIUTEIBHON TEX-
HUKH MJIM aBTOMATH3UPOBAHHOM CHCTEMBI 00€CTIeYnBaTh HEM3MEHHOCTh MH(OPMALIUK B

YCIOBHSX CITyYaiHOTO W/WJIH MpeJHAMEPEHHOI0 NCKaXKeHUs (paspyILeHHUs ).



OBO3HAYEHUSA U COKPALLIEHUSA

ABC — aHTUBUpYCHBIE CpECTBA

APM — aBTOMaTH31pOBaHHOE paboyee MEeCTo

BTCC — BcrioMoratesbHble TEXHUYECKUE CPENICTBA M CUCTEMBI
UCI 111 — uabOopMaLMOHHAS CUCTEMA ITePCOHATBHBIX TAHHBIX
K3 — xoHTpOnupyemasi 30Ha

JIBC — nokasnbHasi BBIMMCIUTEbHAS CETh

MD — mexceTeBoit FKpaH

HC/] — HecaHKIIMOHUPOBAHHBIN JOCTYTI

OC — onepalioHHas cuctemMa

I'1JIH — nepcoHaJIbHbIE TaHHBIE

IIMB — nporpaMMHO-MaTeMaTH4eCKOe BO3JIEHCTBHIE

I1O — nporpamMmmHOe obecrieueHue

ITOSMHH — no6o4Hble 3/1eKTpOMarHUTHBIE U3ITyYeH s U HABOIKH
CA3 — cucrema aHanu3a 3alMIIEHHOCTH

C3U — cpencrBa 3aiuThl HHPOPMALIUU

C3I1/I1 — cucrema (moacHcTeMa) 3aLIUThHI IEPCOHATBHBIX NAHHBIX
COB - cucrema oOHapy)XeHUsI BTOP)KEHHH

TKY U — Texuudeckue KaHaJbI yTeUKH HHpOopMaIHn

YBII/IH — yrpo3bl 6e30MacHOCTH epCOHATBHBIX TAHHBIX

11
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BBEJIEHHUE

Hacrosimas  Tlonutuka wuHGOpMauuoHHOW  Oe3omacHocTH — (malee —
[TonutHrka) B ob1iecTBe ¢ orpaHM4YeHHON OTBeTCTBeHHOCThI0O «POBEH-Pernonsn»
(manee mo -Tekcty — OOO «POBEH-Pernonsi»), sBusieTcs OQHUIMATLHEIM
JIOKYMEHTOM.

[lonutuka pa3paboTaHa B COOTBETCTBUM C LEJISAMH, 3aJadyaMd U
NpUHIUIIAMU oOecriedueHusi 6e30MacHOCTU MePCOHANBHBIX JaHHBIX, U3JI0KEHHBIX B
[Tonoxennn wuHdpopmanuonHod Oesonmacioctn  HCIIn OO0 «POBEH-
Pernonsn».

[Tonutrka pa3paboTaHa B COOTBETCTBHHM C TpeOoBaHusMU DenepaibHOTo
3akoHa oT 27 wurong 2006 r. Ne 152-®3 «O mnepcoHaldbHBIX JaHHBIX», Ha
OCHOBAHHH:

—  TpeGoBanuii K 3amuMTe NEePCOHANTBHBIX MAHHBEIX TpPH HX 00paGoTKe B

WHGOPMALIMOHHBIX ~ CHCTEMax MEepCOHANBHBIX JaHHBIX, yTBEP)KIECHHBIX

ITocranosnenuem [IpaButenscrea PO or 01.11.2012 . Ne 1119;

—  Ilpukaza @CTIK Poccuu ot 18 deppais 2013 roxa Ne 21 «O6 yTBepsxaeHun
CocraBa ¥ cOAEpKaHMSl OPraHM3ALHOHHBIX M TEXHHYECKHX Mep II0
obecrieyeHn0 6€30MacCHOCTH MEPCOHANBHBIX NaHHBIX TP MX 00paGoTKe B

I/IH(bOpMaLlI/IOHHI)IX CHCTCMax NEPCOHAJIbHBIX JaHHBIX);

—  Tunoseix TpeGoBaHMIA M0 OpPraHMU3aLUKN U 00ECIIeUeHHIO (bYHKLIMOHUPOBAHUS
K (pOBaNIbHBIX  (KpUITOrpaduuecKkux) CpEeICTB, IpEeIHa3HAaYeHHBIX IS
3aIIUTBl  MH(OpPMAalMHU, He colepKalmlell CBENEeHHH, COCTABJISIOIIIX
FOCYy/JapCTBEHHYIO TallHy B Clly4yae W3 HCIOJIB30BaHUS IS 0OecIeyeHus
0e30IaCHOCTH  MEepPCOHANBHBIX  JaHHBIX npy  ux  obOpaboTke B
MHPOPMALIMOHHBIX ~ CHCTEMAax IEPCOHANBHBIX [JaHHBIX, yTBepmﬁeHHHx

pykosozacTtsoM 8 Llentpa ®CB Poccun 21.02.2008 r. Ne 149/6/6-662.
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B Tlonutuke ompenenensl TpeboBanus k nepconany MCII/H, cremneHs
OTBETCTBEHHOCTH  [E€pPCOHANa,  CTPYKTypa M  HEOOXOOMMBIA - ypOBEHb
3alMIIEHHOCTH, CTaTyC M  JOJDKHOCTHBIE  OOSI3aHHOCTU = COTPYJHHUKOB,

OTBETCTBEHHBIX 3a oOecreueHrne 0e30MacHOCTU NepcoHaANbHBIX AaHHBIX B MCIT/H

000 «POBEH-Pernossb».
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1.001mue no1oxeHus

Llensto Hacrosmedt IlonmuTukm siBiasercs obecrneueHrHe 6GE30MIaCHOCTH
06bekToB 3amuTel OOO «POBEH-PeruoHs» oT BceX BHAOB yrpo3, BHEIIHUX H
BHYTPEHHHMX, YMBIIICHHBIX U HENpeJIHaMEpeHHbIX, MHUHHMH3AIHSI yiiepda oT
BO3MOXHOM peanuzauuu yrpo3 6ezonacHoctu [T/ (YBIT/IH).

be30onacHOCTh MepCOHaNbHBIX NaHHBIX MOCTHTAeTCs IYTEM HCKIIOUEHHUS
HECAaHKIHOHMPOBAHHOI'O, B TOM YHUCJIE CIy4alHOro, JOCTyIa K IepCOHAIBHBIM
JAQHHBIM, pPE3yJIbTaTOM KOTOPOIO MOXET CTaTh YHHUYTOXEHHE, H3MEHEHUE,
OJ0KMpOBaHKE, KONUPOBaHKE, PACIIPOCTPaHEHHE TIEPCOHAIBHBIX JAHHBIX, a TAKXKe
UHBIX HECAaHKI[MOHUPOBAHHBIX IEHCTBUH.

Mudopmanus u cBi3aHHBIE C HeH pecypehl JOJDKHBI OBITH JOCTYIHBI IS
aBTOPH30BAaHHBIX IMOJIb30BaTeNell. JIOKHO OCYIIECTBISATHCS "CBoeBpeMeHHoe
obHapy>keHHe U pearnpoBanue Ha YBIT/IH.

JOIDKHO ~ OCYLIECTBNATBECS — NPEeJOTBpALEHHE MpeJHAMEPEHHBIX WM
CITy4aiHbIX, YACTUYHBIX MIIH TIOJHBIX HECAHKIIMOHUPOBAHHBIX MoaubUKAIMK UK
YHUUYTOXCHHUS JaHHBIX.

CocraB 00BEKTOB 3allUTHI IIPEACTABICH B «IlepedyHe mepcoHANBHBIX
J@HHBIX, IMOJIJIE)KAIIUX 3ALUTE.

Cocras VICI1/I1 nozanexaiuux 3alure, IpeCTaBlIeH B «ITepeune UCTTIn».

e ,
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2.004acTb AelicTBHA

TpeboBanust Hacrosmeil [lomuTuku  pacmpocTpaHsSIOTCST Ha — BCeX
corpynaukoB OOO «POBEH-Pernonsn (1UTaTHBIX, BpEMEHHBIX, paOOTAIOIIKX 10

KOHTPAKTy U T.l'[.), a TaKXX€ BCEX IPOYUX JINI (HOI[pHII‘—II/IKH, ayaJuTOPLI U T.H.).
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3.Cucrema 3a1lUMTHI NEPCOHANBHBIX JAHHBIX

Cucrema 3ammrtel nepcoHanbHblx gaHHbIX (C3I1J{H), crpouTtcs Ha

OCHOBAHUH:

—  Hrorosoro otuera 06 00cieq0BaHUN HCHI[ﬁ;

—  Oryera o pe3ynbpTaTax MpoBeleHHs BHYTPEHHEW NMpoBepkH 3amuThl [1J[H Ha
OYMaXXHBIX HOCHUTEJISIX.

—  IlepeuHst nepcoHaANBHBIX AAHHBIX, ITOJJIEKAIIMX 3AIUTE;

—  Akra ki1accuuKanuu UHHOPMAILIMOHHON CUCTEMBI TIEPCOHANBHBIX JaHHBIX;

—  Mogenu yrpo3 6e30MnacHOCTH NePCOHANBHBIX JaHHBIX;

— Marpuusl gocTyna mosjb3oBaTeNiell K 3alldIaeMbiM  WH(OPMAIMOHHBIM
pecypcam UCI1/H;

- PyxoBopsmux nokymentos ®CTIK Poccuu u ®CB Poccun.

Ha ocHOBaHMU 3THX IOKYMEHTOB ONpelensieTcsi HeOoOXOIUMBIHN yp.O;BeHb
samuineHHocT! I1/JH kaxnoit UCITIn OOO «POBEH-Peruonsiy. Ha ocHOBaHuU
aHallM3a aKkTyallbHBIX yrpo3 OesomacHoctu IT/[H omucanHoro B Mogemu yrpos,
ACIIAaeTCs 3aKIIOYEHHE O HEOOXOAUMOCTH UCIIONB30BAHHUS TEXHUYECKUX CPEJICTB U
OpraHU3allMOHHBIX ~MEpONMpUATHH s obecrnedeHust GesomacHocTd  I1/[H.
BriOpanHble He06X0IMMbIe MEPONIPUATHS OTpaXkatoTes B [Lnane MEPONPUATUI TTO
obecneuenuro 3amuTh [1)]H.

Mt UCIT/IH momkeH GbITh COCTaBIIEH CITUCOK chonwyeMi,Ix TEeXHUYECKUX
CpencTB 3ammThl (manee - CHMCOK), a Tak e IPOrpaMMHOrO OGecHeueHHs
y4acTBylouero B obpabotke I1/1H, Ha Bcex anementax UCIT/Ix:

—  APM nons3oBareneii;

—  CepBepa npuitoxeHuii;

- CVYBJI;

—  I'panuua JIBC;

—  Kananos nepesaun B cet o6iuero nonb3oBanus u (M) MeXIyHAPOLHOTO

oOMeHa, eclu 1o HuM niepegarotcs T1J]H.
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B 3aBucumoctu ot yposHs samumenHoctd MCIIJIH u akTyalsHBIX yrpos,
C3I1/11 MOXeT BKIIIOYATh CEAYIOLINe TEXHUUYECKUE CPEJICTBA:

—  aHTHUBHPYCHBIE CPEJCTBA /Ul pabouyMX CTAaHLUU NOJb30BaTeNIel U CEPBEPOB;

—  CpeIcTBa MEXCETEeBOI'0 3KPaHUPOBAHUS;

—  CpeAcTBa KpunTorpauueckoil 3amuTbl HHOOpMAIUH, IIpH Iepeaaye
3alyInaeMoi nHGOpMalUK 10 KaHajlaM CBSI3H.

Taxxke B CHHCOK [JOJDKHBI OBITh BKJIIOYEHbl (DYHKIUH  3allUTHI,
obecrieynBaeMble [ITAaTHBIMH cpeacTBaMU 00paboTku I[1J[H omneparoHHBIMU
cucteMamMu (OC), mnpuknaaaeiM [IO0 u  crHeuManbHBIMH — KOMILIEKCAMH,
peanu3yroIUMU CpeACcTBa 3alUThl. CIIMCOK (PYHKIMM 3aIUTH MOXKET BKJIIOYATH:
—  yIpaBjieHHe U pa3rpaHUyYeHue JOCTyNa MoIb30BaTeel;

—  PEerucTpauuio u yder NeHCTBUM ¢ MHGOpMaIIHE;
—  o0ecneuyuBaTh LEITOCTHOCTh JAHHBIX;
—  IPOU3BOJUTH OOHAPYKEHUN BTOPIKEHUIA.

CHucoK WCrONb3yeMBIX TEXHHYECKUX CpencTB oTpaxaercss B «ILmane
MEpONPUATHHA 110 O0ECNeYEeHHIO 3allMThl MEePCOHANBHBIX MaHHBIX». CHOHMCOK
UCTIOJIB3YyEMBIX CPEJCTB JOJIKEH MOMNEPKUBATLCS B aKTyajn,HOM cocrosiHuu. [Ipu
U3MEHCHHWH COCTaBa TEXHUYECKUX CPENCTB 3aIlUThl Wik siemeHToB MCII/IH,
COOTBETCTBYIOIME W3MEHEHHs JOKHBI ObITh BHECEHBI B CIIHCOK M yTBEPIK/ICHbI
pykoBonureneM OOO «POBEH-PernoHbl» HIM JHIIOM, OTBETCTBEHHBIM 3a

obecrieuenue 3ammtsl 11]]H.
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4. Tpe6oBanus k nogcucremam C3I1/1n

C3I1/1n BkItOUaeT B cedsl Cleayromie MoACHCTEMBI:

—  YIpaBJIEeHHUs JOCTYIIOM, PETUCTPALVH U yUeTa,

—  obecneueHus IeIOCTHOCTH U JOCTYITHOCTH;

—  aHTUBUPYCHOM 3allUTHI;

—  MEXCEeTeBOI'o YKpaHUPOBAHHUS;

—  aHaJM3a 3allUILIEeHHOCTH,
—  oOHapy>XeHHUsI BTOPKEHHIA;

—  KpunrorpaduuecKkoi 3aliuThl.

[oncucremsr C3I1/IH uMerOT pa3nu4HbI (YHKIUOHAT B 3aBUCHMOCTH OT
kinacca MCII/IH, ompeneneHHOro B «AKTe KiaccupuKaiyud MHGOPMAIMOHHOM
CHCTEMbI IEePCOHANBHBIX AaHHBIX». CIIMCOK COOTBETCTBHS (DYHKIMH IMOJCHCTEM
C3[1J KknacCy 3allMIIEHHOCTH MPEACTaBIeH B TEXHUYECKOM 3aJaHdd 110
CO3[IaHUIO  CHCTEMbI  3aIUUTHl  MHPOPMALUUK HUHGPOPMALMOHHON  CHUCTEMBI
NIEPCOHAIBHBIX TaHHBIX.

[MoacucreMsl YHIPAaBJICHUSA NOCTYIIOM, PETUCTPALIMU U YUETa

Iloxcucrema ynpaBneHust JOCTYIIOM, PETHCTPALUU U y4era npeaHa3zHayeHa

JUTSL peali3aiiy CIeAYOMMNX QyHKIHN:

—  UJeHTU(UKALUK U IPOBEPKHU IOMTUHHOCTH CyOBEKTOB JTOCTYIA MPH BXOE B
NCTIx;

—  WMICHTU(QUKALUKM TEPMHUHAJIOB, Y3JIOB CETH, KAHAJOB CBSI3U, BHEIIHHUX
YCTPOKCTB I10 JIOTUYECKUM UMEHAM;

—  UJeHTH(UKALUM TIPOrpamMM, TOMOB, KaTaJOTrOB, ¢aiinos, 3amucei, moei
3allicel o UMeHaM;

—  Perucrpanuu BXoza (BbIXONa) CyOBEKTOB HOCTyIa B CHCTeMy (M3 CHCTOMBI),
16O perucTpalys 3arpy3Ku 1 HHALKATM3ALUH OMePaIlOHHOM CI/ICTeMI’:-‘I U ee

OCTaHOBa.
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—  perucTtpauuu norir;,n*oxc JIOCTylla MPOrpaMMHBIX CpeACTB (Iporpamm,
IIPOLIECCOB, 3a/1ay4, 3ajaHui) K 3aluiiaemMbiM (aitiam;

—  perucTpaiyy TMOIBITOK J[JOCTyNa IPOTPaMMHBIX CpPEACTB K TepMHUHAJaM,
KaHajaM CBs3M, IIpOrpaMMaM, TomMaMm, Kartajoram, Qaiinam, 3amucsaM, oM
3aIMcen.

IToncucrema ynpaBieHHUs] JOCTYIIOM MOXeET OBITh peajru30BaHa ¢ MOMOIIBIO
IITaTHBIX CpeAcTB 00paboTku II/IH (omepalMOHHBIX CHCTEM, HPHIOKEHHH H
CVYB/). Tak xe MOeT OBITh BHEAPEHO CIEIHAIBLHOE TEXHHYECKOE 'ébencmo 5 8)0%1
UX KOMIUJIEKC OCYLIECTBISIOLINE NOMOIHUTEIbHBIE MEPBI 1o ayTeHTH(bHKauHH u
KOHTpoyto. Hanpumep, mnpumMeHeHHe eIUHBIX XpaHUITMIL  YYETHBIX 3aMUCe
MoJIb30BaTeNIen 5| perucTpanioHHOU uHbopMaIuu, HCITOJIb30BaHuUE
OUOMETPUYECKUX M TEeXHMYECKUX (C MOMOLIBIO 3JIEKTPOHHBIX IIPOITYCKOB) Mep

ayTeHTU(DUKALIH U APYTHX.

IToacucrema obecrieyeHus 1ENOCTHOCTH M JOCTYITHOCTH

IToncucrema obecrieveHusl IENOCTHOCTH W JIOCTYIHOCTH IpefHA3HAYeHa
Anst  obecrevyeHHst UENOCTHOCTM U AOCTYmHOCTH IIJIH, NpOrpamMMHBIX u
annaparnbix cpencts MCIIln OO0 «POBEH-Peruonbi», a Tak e CpencTn
3alIUTEL, NIPH CITyYaHHON UM HAMEPEHHON MOIU(pHUKALIIH.

Iloncucrema peanusyercs ¢ NOMOUIBIO  OpraHW3aLUK pe3epBHOIO
KOIMPOBaHUsl 00pabarbiBaeMbIX JIAHHBIX, @ TaK )K€ Pe3ePBHPOBAHHEM KIHOUEBBIX
anementoB UCII/In. | '

HO,Z[CI/ICTeMa AHTUBUPYCHOM 3aIIUTEHI

Ioxcucrema aHTUBUPYCHOM 3alMThl NpeTHA3HAYEHA IS OOGeCHeYeHHUs
aHTUBUPYCHOH 3amUThl cepBepoB M APM nonbsosareneit MCII[la OOO
«POBEH-Peruons».

Cpencrsa aHTMBMpPYCHOM 3alMTBl IIpEAHA3HAYEHBI JUIS  peaTH3aldu
CIEeAYIOIINX (PYHKIIHIA:

—  Pe3HUIEHTHBIM aHTUBUPYCHBIH MOHUTODPHHT;

= AHTUBUPYCHOEC CKaHUPOBAHHE,
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—  CKpHIT-0JIOKMPOBAHUE;

—  LEHTPaJM30BaHHYIO/yaJeHHYI0 YCTaHOBKY/IEUHCTAISLMIO aHTUBUPYCHOIO
IpOAYyKTa, HACTPOWKY, aIMHUHHCTPUPOBAHUE, IPOCMOTP OT4ETOB U
CTATUCTUYECKOH HH(bopMaunh 1o paboTe NMpoIyKTa;

—  aBTOMAaTU3WPOBAHHOE OOHOBIIEHHE aHTUBUPYCHBIX Oa3;

—  OrpaHMYeHHE MpaB II0JIb30BATeNsl HAa OCTAHOBKY HCIIOJHAEMBIX 3ajad u
HU3MEHEHUs] HACTPOEK aHTUBHPYCHOT'O IIPOrpaMMHOI0 00ecredeH s

—  aBTOMAaTHUYECKHUU 3aITyCK cpasy ﬁocne 3arpy3Ku ONEPAIlHOHHON CUCTEMBI.

[Toncucrema peanusyeTcs MyTeM BHEIPEHHS CTeMaIbHOIO aHTUBUPYCHOTO

nporpammHoro obecrniedyenus Ha Bce anemMeHTs CII/IH.

[ToncucrteMa MeXCETEBOIO OKPaHUPOBAHUA

[ToncucTema MeEXCETEBOro 3KpaHUPOBAHUS NPeIHA3HAYCHA VIS peallu3aliu

CeyOUIUX (PyHKITHIA:

—  uIbTpaMu OTKPHITOTO U 3amuppoBaHHOrO (3aKphiToro) IP-rpaduxa;

— GukcaumM BO BHYTPEHHHMX IKypHaJlaX MH(OPMALMU O MPOXOJSIILEM
OTKPBITOM U 3aKpbITOM [P-Tpaduke;

—  MICHTU(HKALMK U ayTEeHTH(UKALMIO aIMHHUCTPATOPa MEXCETEBOTO SKpaHa
TP ero JIOKAJIbHBIX 3a1lpocax Ha JOCTYII,

—  perucTpauMu BXoAa (BbIXOJA) aJMUHHCTPATOpa MEXCETEBOrO JKpaHa B
CUCTEMY (M3 CHCTEeMBI) JIUOO 3arpy3KM M HHUIMAIH3AIMHA CHUCTEMBI U ee
IIPOrPaMMHOI'0 OCTaHOBA;

—  KOHTPOJIS LIETOCTHOCTH CBO€H NPOrpaMMHOM U MH()OPMALIMOHHON YaCTH;

—  (uibTpauuyu NakeToB Ciy’KeGHbIX MPOTOKOJOB, CITYKAIIKMX Il THATHOCTHKH
Y yIpaBJieHHs pabOTOM CETeBBIX YCTPONCTB;

—  OuiIbTpalMM ¢ y4eToM BxdgHoro U BBIXOJHOI'O CETeBOro HHTepdelica Kak
CPEICTBO MPOBEPKH ITOTHHHOCTH CETEBBIX aJ]PECOB;

o PEruCTpanyy 1 yuyeTa 3anpaliruBaeMbIX CEPBUCOB IPUKIIATHOTO YPOBHS,
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—  OJIOKMpOBaHHUs JOCTyNa HE HUIEHTU(DUIMPOBAHHOTO OOBEKTA WU CyOBEKTa,
HNOJUIMHHOCTH KOTOPOT'O IIPH ayTeHTU(UKAIIMH HE MOATBEPAUIACH, METOAAMH,
YCTOHYMBBIMHU K [T€PEXBATy;

—  KOHTPOJISl 32 CeTeBOW aKTUBHOCTHIO NMPUIIOKEHHH U OOHApPY)XEHUS CETeBBIX
aTak.

[Toncucrema  peanusyercssi  BHEOpPEHHEM  IPOrpaMMHO-arapaTHbIX

KOMILIEKCOB MEXCeTeBOro 3KkpaHupoBaHus Ha rpanulie JIBC, kitaccom He Hibke 4.

[loncucreMa aHaIM3a 3alUMIIEHHOCTH

[Toncucrema aHANH3a 3aIIULIEHHOCTH, AOJDKHA oOecreuuBaTh BBISIBICHUS
YA3BUMOCTEH, CBs3aHHBIX ¢ omnOkamu B KoHburypauuu [10 UCIIOH, xoTOpBIE
MOT'YT OBITh MCIIOJIBb30BaHbl HAPYIIUTENIEM /ISl peali3alliy aTaKh Ha CUCTEMY.

@OyHKIMOHAT MOJICHCTEMBI MOXET OBITh pean30BaH NPOTPAMMHEIMHM U

IIporpaMMHO-alnapaTHbIMU CPpeaACTBAMHU.

[Noacucrema 0OHApPYIKEHUS BTOPIKEHUH

IToncucrema o6Hapy>XeHUsI BTOPXKEHMM, NOJKHA 0OECIIeYnBATh BLISBICHUE
ceTeBeIX arak Ha onemenThl HMCII[IlH mnoakmodeHHble K ceTIM  0OIIero
NIOJTb30BaHUs U (MJIN) MEXIYHAPOIHOIO 0OOMeHa.

(DyHKIlI/IOHa.II IIOJICUCTEMBI MOXET OBITh peajin30BaH MNpOorpaMMHBIMH U

IPOrPaMMHO-aINapaTHBIMKU CPEICTBAMH.

[loncucrema KpUnTorpahuyeckom 3allUTHL

Ioxcucrema kpunTorpaduyecKoil 3alUThI IpeJHA3HAYEHA ISl HCKITIOYeHHS
HCJI x sammmaemoit madpopmarmu B UCITJIn OO0 «POBEH-Peruousy, Ipu ee
nepefiaid M0  KaHajaM CBsI3M  CeTed OOIIero monp30BaHus U (MJIN)
MEXyHapOJHOIro oOMeHa.

Ilopcucrema peanusyercs BHEAPEHHsS KPUITOrpadUUecKHX IPOrpPaMMHO-

alirapaTHbIX KOMIIJIEKCOB.
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S.I1oab3oBaTesnn UCII/In

B Ilonoxenun uHPOPMALUOHHOM 0e30MacHOCTH ONpE/EseHbl OCHOBHbIE
KaTeropuu Iojb3oBaTened. Ha OCHOBaHMM OTHUX KaTErOpuM JOJKHA OBITh
IIpou3BeJeHa THUIM3AlMs T[OJIb30BaTeen HCHHH, OIpeleNieH HX YPOBEHb
JOCTYIa U BO3MOYKHOCTH.

B UCIIJn OO0 «POBEH-Peruons» MOXHO BBIIEIUTh CIEAYIOIINE
IPYyINIIBI I0JIB30BATENEN, y4acTBYIOLIUX B 00paboTke u XpaHnenuu [1/1H:

—  Ampmunuctparopa UCITdH;
—  AnMuHUCTpaTopa 0e30MacHOCTH;

—  Omneparopa APM,;

JaHHple O Trpynmax IOJb30BaTeNAX, YPOBHE WX JOCTyma W
UH()OPMHUPOBAHHOCTH JOJKEH OBITh OTpaXkeH B Marpuile IOCTyIa MojIb30BaTeleH

K 3all1II1aeMbIM HHPOPMAIIMOHHBIM peCypcam.

. Anmunnctpartop UCTT/Ix
Anmunuctpatop  HCII#, cmpynnﬁjx 00O «POBEH-Pernons»,
OTBETCTBEHHBI 3a HACTPOWKY, BHeJpeHHWe u conpoBoxienue WCII/IH.
ObecneunBaer QpyHKIMOHUPOBAHHE MOACUCTEMBI yripaBienus goctynoM UCIIu
U YIOJIHOMOYEH OCYIIECTBIATh TNPENOCTaBIEHUE M pasrpaHUYEHHE JOCTYMa
KoHeYHOro mnone3oBatenss (Oneparopa APM) Kk osjemeHTam, XpaHSIMM
IIEpCOHAIbHBIE TaHHBIE.
Anvunuctparop MCII[H o6nazaer ciepylomuM ypOBHEM jocryna u
3HAHUM:
—  obnazaet nosHo# MHpOpMAIMEH O CUCTEMHOM H TIPHKIAJHOM IPOrPaMMHOM
ob6ecneyennn UCITJH;
—  obnanaet noiHoH MH(OpMAaIel 0 TEXHUYECKHUX CPENCTBAX U KOHMHUTYpaIuK

NCITd#H;
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—  HMMEeT JOCTYI KO BCEM TEXHUYECKHM CpeAcTBaM o0paboTKu WH(OpMALUU U
nanaeiM UCITH;
—  obmnagaer mpaBaMH KOHQUIYPUPOBAHHS M aIMHHUCTPATHMBHON HACTPOMKU

texHu4yeckux cpencts UCIT/H.

AnMuUHHCTpaTOP OE30I1aCHOCTH

AnmuHuctpatop 6e3onacHoctH, cotpyanuk OOO «POBEH-Peruonsn»,
OTBETCTBEHHBIH 3a  QyHKuuoHupoBaHue C3I1/IH, BKIOYass OOCIy)KUBAHHE H
HACTPOMKY aIMUHUCTPATUBHOM, CEPBEPHON U KITMEHTCKOM KOMITOHEHT.

AnMuHKCTpaTOp 6e30macHOCTH 00JagaeT CleAyIoUM YPOBHEM NOCTYIA U
3HAHUW:

—  obnanaet npaBamu Aamunuctpatopa UCIIx;

—  obunagaet nonHo# uadopmarueit 06 MCIT/IH;

—  HMMeeT JOCTYI K CPeJCTBaM 3allUThl HH(GOPMAIMU U MPOTOKOJIMPOBAHMS U K
4acTH KiiroueBbIx aneMenToB MCIT/H;

AJIMMHUCTPATOp 0€30MaCHOCTH YIIOJHOMOYEH:

—  pealu30BBIBaTh IOJUTUKM Oe3omacHocTM B yacTu Hactpoiiku CK3U,
MEXCETEBbIX 3KPaHOB U CHUCTEM OOHApyXXeHHs araK, B COOTBETCTBHH C
KOTOpbIMH  nosb3oBatenb (Omepatop APM) mony4aeT BO3MOXHOCTB
pabotats ¢ anementamu MCI1/IH; .

= OCYIIECTBIIATh ayIUT CPEACTB 3allHThI;

OnepaTop APM

Omnepatop APM, corpyauuk OOO «POBEH-Peruons», ocymiecTBisromuii
obpabotky IT[In. OGpa6otka IIJIH BKIIOYaeT: BO3MOXKHOCTb npocmotpa I1/IH,
py4Hou BBox II/{n B cucremy VMCII/IH, (opmupoBaHUe CIpPaBOK U OTYETOB IO
uHbopmauun, nomyuernoir uz WCIIJl. Onepatop He mMeer MONHOMOUHH TUTSt
yIpasieHHUs noacucremamu oopaborku ganubix u.C3I1/1H.

Omneparop UCI1/x obnanaet ciaeayrouuM ypoBHEM JOCTYIIA M 3HAHHIMA:
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o0namaeT BCeMH HEOOXOJUMBIMU aTpuOyTaMu (HampuMep, IapojeMm),
o0ecnevynBaroIMMU JOCTYT K HEKOTOpoMy noaAMHOXecTBY [1]1H;

pacnosaraet KOH(QpHUAeHIHATbHBIMU JaHHBIMH, K KOTOPBIM UMeeT AOCTYII.

-
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6. TpeGoBaHus Kk nepcoHasy no odecrneyeHu o 3amuThl I/

Bcee cotpynuuku OOO «POBEH-Peruonsly, sBisionyecs mnoib30BaTeIsIMU
HCITIH, TOJKHBI YETKO 3HAaTh M CTPOTO BBINOJHSATH YCTAHOBJIEHHBIE TpPaBHUJA U
0053aHHOCTH MO AOCTYIY K 3allMIIaeMbIM O0BEKTaM U COOJIOJEHUIO IPHHSATOIO
pexuma 6e3omacHocTH I1/1H.

Ilpy BCTymueHMM B JOJKHOCTH HOBOTO COTPYJIHHMKA HEMOCPEICTBEHHBIN
HAYaJIbHUK MOApa3JeeHus, B KOTOPOe OH IOCTYIaeT, 00s3aH OPraHM30BaTh €ro
O3HAaKOMIJIEHHE C JOJDKHOCTHOM MHCTPYKLUMEH U HEOOXOIMMBIMH IOKYMEHTAMH,
periiaMeHTHPYIOIUMH TpeboBaHus 1o 3aumuTe [1/IH, a Takke o0ydyeHHe HaBBIKaM
BBIMOJTHEHHS MIPOLIEYP, HEOOXOAUMBIX IJISi CAHKLIMOHHUPOBAHHOI'O MCIIOJIE30BAHMUS
NCTIH.

CoTpynHUK pmomkeH OBITh O3HAKOMJIEH CO CBEJEHHUSMH HACTOSILEH
IMonuTrky, NPUHATEIX mpouenyp pabotsl ¢ anementamu MCIT/Iu u C3I1/1H.

Corpynnukn OOO «POBEH-Pervons», HCIONB3yIOMUe TEXHAYECKUE
cpelcTBa ayTeHTU(UKALINH, TOJKHBI obecrieunBaTh COXPaHHOCTh
UIEHTU(YUKATOPOB (IEKTPOHHBIX KIIFOUell) U He nonycxafb HCJI x HuM, a Tak xe
BO3MOXHOCTb UX YTEPH WJIM HCIIOJIb30BaHHUS TPETHUMHU JULAMU. [10p30BaTENH
HECYT NIEPCOHANIBLHYIO OTBETCTBEHHOCTH 33 COXPAHHOCTD UAEHTH()HUKATOPOB.

CotpyaHuku 000 «POBEH-Peruons» JOJDKHBI CJIeI0BaTh
YCTaHOBIICHHBIM IPOLEAYpaM NOJJEpXKaHUs pexuma OesomacHoctu [ npu
BRIOOpE M KCIONB30BAaHMM Tapojiell (eclM He HCIIONB3YIOTCS TEeXHUYECKHE
CpeACTBa Ay TeHTU(DHUKALIUH ).

Corpynauku  OOO  «POBEH-PeruoHsl»  HOMKHBI  0OeCIIEYMBATE
HaJUIeXKALIYIO 3aIIUTY 000pPYI0BaHMU, OCTABIsEMOro 6€3 NPUCMOTpa, OCOOEHHO B
TeX cliydasX, Korja B IIOMELICHHE HMMEIOT JOCTYIN MOCTOPOHHME nuia. Bce
TI0JIb30BATENIM JIOJDKHBI 3HaTh TpeGoBaHus 10 GezonacHocty [1J[H U mpouesyps!
3alMTBl  O0OPY/NOBaHMS, OCTaBIEHHOr0 0€3 MpPUCMOTpPa, a TaKKe CBOU

00513aHHOCTH 110 00ECTIEYEHHIO TaKou 3allIUTHhI.
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CoTpynHukaMm 3ampeliaercss yCTaHABIMBaTh ITOCTOPOHHEE IPOrPAaMMHOE
obecrnieyeHye, MOJKIIOYATh JIMYHblE MOOHWIIBHBIE YCTPOWCTBA H HOCHTEIH
UH(pOpMaIUH, a TaK )Ke 3alKMChIBaTh Ha HUX 3allHUIIAeMyI0 HH()OPMALIHIO.

CoTtpynHMKaM 3ampeliaercs pasriamarh 3allydlaeMylo HHGOpPMALHIO,
KOTOpasl cTaja UM H3BeCTHa npu padbore ¢ uHpopmanuoHHbBIMU cucteMamu OO0
«POBEH-PeruoHb», TpeThbUM JIHIIAM.

IIpu pa6ote ¢ [1Ilu B UCIIH corpymuuku OOQO «POBEH-Perunons»
00s13aHBl  00ECIEeYUTh OTCYTCTBUE BO3MOXKHOCTU mpocMorpa IIJIH TpeThuMmu
JunamMu ¢ MOHUTOpoB APM unu tepmuHaios.

ITpu 3aBepmienuu padotsl ¢ UCII/IH coTpyaHUKH 00s3aHbI 3aluTUTE APM
WJIA TEPMHHAJIBI C TIOMOILBIO OJIOKMPOBKU KIIFOUOM WJIH SKBHBAIEHTHOTO CPEICTBA
KOHTPOJIsI, HAlpuMep, JOCTYIIOM II0 IapoJilo, €ClId He HCIOJL3YIoTCs OoJee
CUJIBHBIE CPEACTBA 3AILUTHI.

CotpyaHuku 000 «POBEH-Pemonfﬂ» JIOJKHBI OBITh
nporH(GOPMHUPOBaHbl 00 yrposax HapylleHHs pexuma OesomacHocTd I1J[H u
OTBETCTBEHHOCTU 3a ero HapyiieHne. OHH JO/KHBI OBITh O3HAKOMIICHBI C
YTBEPXKICHHOW  (OPMaNbHOH  TPOLENypON  HAOXKEHWS  IMCHUIIMHAPHBIX
B3bICKAHUH Ha COTPYJHWKOB, KOTOphle HAapYIIMJIA IPUHATHIE IOIMTUKY U
npouexyps 6e3onacHoctu IT/]H.

Cotpyanuku 06s3aHbI 63 NpoMeIeHUs coo0IaTh 060 Beex HabII0aeMbIX
WA TONO3PUTENBHBIX cityvasx pabotel MCII/IH, morymmx mnoBneus 3a coboii
yrpos3sl GOesomacHoctu IIJlH, a Takke O BBIABJCHHBIX WMH COOBITHUSIX,
3aTparuBalolux OesomacHocTs I1JIH, pPyKOBOACTBY NOApa3fieNieHHsl M JIMLY,

OTBEYAIOLIEMY 3a HEMEJUICHHOE pearupoBaHue Ha yrpo3sl GeszonacHocty T1]1H.

HoyxHoCTHBIE 00513aHHOCTH Nosib3oBaTeeii UCIIIn
JlookHOCTHBIE — oOsi3aHHOCTH — monb3oBaTenedt  MCIIJlH  omucansl B

CIEAYIOLINX NOKyMEHTaxX:
—  Hucrpykuus agmunuctparopa UCIT/x;

—  HMucrpykuus anmunuctparopa 6e3onacuoctd UCTIIH;
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—  HMuctpykuusa nonszosatens UCII/H;

—  HHcrpykums nonb3oBaTess IpU BOSHUKHOBEHUH BHEIITATHBIX CUTYALIMM;

OTBeTCTBEHHOCTH COTPYIHHKOB
B coorBercTtBuu co ct. 24 ®DenepanbHoro 3akoHa Poccuiickoit ®enepanuu

ot 27 uronst 2006 r. No 152-®3 «O nepcoHaNbHBIX JAHHBIX» JIMIA, BUHOBHEIE B
HapylleHUH TpeOoBaHMN naHHOro DenepaibHOro 3aKoHa, HECYT TPaXKIAHCKYIO,
YTOJIOBHYIO, aJJMUHUCTPATUBHYIO, NUCLUIUIMHAPHYIO U MHYIO MPEIYCMOTPEHHYIO
3aKOHOJATeIbCTBOM Poccuiickoit @enepaliui OTBETCTBEHHOCTD.

JlericTByrolee 3aKoHOAaTeNbCTBO PD mo3BosSeT NpeabsaBiIsTh TpeOOBaHuUS
no obecneyenuro Oe3onmacHOM paboOTBl € 3amMiaeMoil uH(poOpManued u
NpelyCMaTpUBaeT OTBETCTBEHHOCTh 3a HApyLIeHHWEe YCTAHOBJIEHHBIX IIPaBUII
skcrutyaranud 9BM u cucteMm, HempaBOMEpHBIN A0CTYI K UH(GOPMALUH, ECTH 3TU
ACUCTBUSI IPUBEIIH K YHUYTOKEHHIO, OJIOKUPOBAHUIO, MOAMPUKALIUE UHPOPMALUH
WM HapyIeHuto paboTel DBM unu ceteit (cratbu 272,273 u 274 YK P®D).

Anvunnctpatop  WCITJIH m  agMuHHCTpatop Ge30NacHOCTH — HECYT
OTBETCTBEHHOCTH 32 BCE JEHCTBUS, COBEPLIEHHBIE OT HMEHH WX yYETHBIX 3aIlUceil
WIX  CHCTEMHBIX  y4YeTHBIX  3allMCed, eclnd  He  JoKa3aH  (bakT
HECAaHKIIUOHUPOBAHHOI'O UCIIOJIb30BaHUS YUETHBIX 3alIHCEeH.

Ilpn  Hapymenusx corpyanukamu OOO  «POBEH-Peruonny  —
none3oBateneit ICII/In npasun, cssaHHbIX ¢ GesomacHocThio [1/[H, oHM HECyT
OTBETCTBEHHOCT, YCTaHOBJICHHYIO JEHCTBYIOLIUM 3aKOHOJIaTEIbCTBOM
Poccuiickoii ®eneparum.

IIpuBesieHHbIe BbIlE TPEGOBAHHMS HOPMATUBHBIX JTOKYMEHTOB IO 3aIUTe
MH(QOpPMaLMK [0JKHBI ObITh OTpaxkeHbl B [TonokeHnsx o mompasaenenusx 000
«POBEH-Pervonbr», ocymecrusommx o6paborky Iz B UCIJH wu
MOJDKHOCTHBIX HMHCTPYKIUSX cOTpyAHUKOB OO0 «POBEH-Peruons:.

HeoOxomumo BHectr B Ilonoxkenus o mogpaszgenenusix OO0 «POBEH-

Peruonsl», ocymectBistomux o6paborky IIJla B WCIIJIH cBemenust 06
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OTBETCTBEHHOCTH HUX pPYKOBOJHUTEIEH MW COTPYJHHUKOB 3a pasrjallleHHe U
HECaHKLMOHUPOBAHHYIO MOJAM(HKaLMIO (McKaxeHHe, (anscudukanmo) 111, a
TaK)Ke 32 HENPAaBOMEPHOE BMELIATENILCTBO B MPOLIECCH UX aBTOMATH3MPOBAHHOM

00paboTKH.
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7.ClIHCOK HCNOJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-IIPABOBbIMH U METOAHYECKHMH
AOKYMEHTaMH, Ha KOTOpPbIX 0asupyercs HacTosimas [lonuruka, siBasgoTCo:
Oenepanpubiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaIbHBIX
naHHBIX» (manee — @3 «O mnepcOHANBHBIX JaHHBIX»), YCTaHABIIMBAIOLIUMA
OCHOBHBIE TIPUHLMIBI M ycioBus o0paGorku I1JIH, mpaBa, OOS3aHHOCTH |

OTBETCTBEHHOCTh YYAaCTHUKOB OTHOILIEHUM, CBS3aHHBIX ¢ 00paboTkoi [1/1H.

«TpeboBaHus K 3alMTe NEPCOHAIBHBIX MAHHBIX TPU HX 00paboTke B
UH(GOPMAIIMOHHBIX ~ CHCTeMaX  IMEePCOHAJBHBIX  JAHHBIX»,  YTBEPXKIECHHOE

[Tocranosnenuem IlpaBurensctea P® ot 01.11.2012 . Ne 1119.

«ITonoxxenne 00 0COOEHHOCTAX OOPabOTKM IE@PCOHANBHBIX NaHHBIX,
OCYLIECTBIIAEMON 0€3 MCIOJIb30BaHHS CPEICTB aBTOMATH3ALUK», YTBEPKIEHHOE

ITocranoBnenuem IlpaBurenscrea P® ot 15.09.2008 r. Ne 687.

«TpebGoBanus K MaTepHajbHbIM  HOCHUTENIIM  OHOMETPUYECKHX
NEepCOHAIBHBIX JaHHBIX M TEXHOJOTUSIM XpaHEHHs TAaKUX [aHHBIX BHE
MHQOPMALMOHHBIX ~ CHCTEM  TIEPCOHAIBHBIX  JAHHBIX»,  YTBEPIXICHHBIE

IMocranosnennem IlpaBurenscrea P® ot 06.07.2008 r. Ne 512.

HopmarusHo-MeToquueckne  1oKyMeHTsl DesiepalbHOM  CIy 6B IO
TEXHUYECKOMY U IKCIEPTHOMY KOHTposto Poccuiickoit ®enepaunuu (nanee -

®CTIK Poccun) no obecneuenuto GesomacHoctu IJIH mpu mx o6paboTke B

NCITd#:

basoBasi Mozmenb yrpo3 0e30macHOCTH MEPCOHAIBHBIX NAaHHBIX IPH HX
00paboTKe B WH(OPMALMOHHBIX CHUCTEMAX MEPCOHANBHBIX NAaHHBIX, YTB. 3aM.

nupextopa @CTIK Poccun 15.02.08 r.
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Meronuka oueHKH yrpo3 6e30macHOCTH HHGOPMAaLUK, YTBEPXKICHHAsS

OCTIK Poccuu 5 deBpans 2021 rona.

IIpukaz @CTIK Poccun Ne 21 ot 18 depainst 2013 roga «O6 yTBepKaeHHH
CocraBa M coziepaHUsl OPraHU3ALMOHHBIX U TEXHUYECKHX MEP 110 00eCIIEUYEHHIO
0€e30MacHOCTH TEPCOHANBHBIX JAHHBIX MPU UX 00paboTke B HMH(DOPMALMOHHBIX

CUCTEMAX MEPCOHAJIBHBIX JAHHBIX).

[Tprkas ®@enepanbHOM cimyx661 6e30macHocTH Poccuiickoit @enepanuu ot
10 wrona 2014 r. N 378 «O6 yrBepxnmenun CocraBa M COHEp)KaHUSA
OpraHM3allMOHHBIX M TEXHUYECKHMX Mep TI0 O00eClevYeHnI0 O6e30MMacHOCTU
MEepCOHANIBHBIX [JaHHBIX IpU HX 00paboTke B HHODOPMALMOHHBIX CHCTEMAX
MEePCOHATBHBIX TAaHHBIX C MCIIOJB30BaHUEM CPEACTB KPUITOrpaduIeCcKOr 3aIUThl
MH(OPMalKH, HEOOXOAUMBIX IS BBIIIOJHEHHS YCTAHOBJIEHHBIX [IpaBHTEIHCTBOM
Poccuiickoit @enepanuy TpeGOBaHMI K 3allUTe IEPCOHANBHBIX NAHHBIX JIS

KaXa01ro us3 ypOBHeﬁ SalIUIICHHOCTH)).



